
ConfidentialitConfidentiality
Keep

AOA
200

and Recordy and Record 
ping

AAM 
09



The purpose of this section p p
associated with confident
substance abuse treatmensubstance abuse treatmen

Specific Federal regulations
patient’s identity and treat
states may have further su
Title 42, Part 2, Code of Federal Regula

Knowledge of these statuKnowledge of these statu
providing substance ab
may apply to their practmay apply to their pract

is to review issues 
tiality for patients receiving 
nt.nt.  

s govern disclosure of a 
tment information, and 
uch regulations.
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ticetice.
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Introduction

Genesis in two statut
1970s1970s

Implemented by reguImplemented by regu
in 1975

Revised by HHS in 19

Congress reaffirmed 
the two statutes intothe two statutes into

es of the early 

lations from HEWlations from HEW 

987 (42 CFR Part 2)

and reorganized 
o a single acto a single act



Rationale for Developm
Statutes Specific to Tho

The logic behind thes

Statutes Specific to Tho
Abuse Treatment

The logic behind thes
persons with substa
problems are more 
succeed at treatmensucceed at t eat e
need for treatment w
unnecessarilyunnecessarily

ment of Confidentiality 
ose Seeking Substance

se regulations is that

ose Seeking Substance 

se regulations is that 
ance abuse 
likely to seek and 
nt if they know their t t ey o t e
will not be disclosed 



Scope of the Law

Overview

R t i t di l dRestricts disclosure and 
information

Patient-identifying inform
reveals a person is rece
applied for substance a

Cannot disclose participaCannot disclose participa
treatment – but can disc
circumstancescircumstances

f ti t id tif iuse of patient-identifying 

mation is anything that 
eiving, has received, or has 
abuse treatment

ation in substance abuseation in substance abuse 
close identity under some 



Scope of the Law

Application 
Reg lations appl to hRegulations apply to h

and seekers of patien
information

Individual/program cap g
information except a
patient or as permittepatient or as permitte

holders recipientsholders, recipients, 
nt-identifying 

an’t release 
s authorized by the 
ed by regulationsed by regulations



Scope of the Law

Application (continued)

Anyone who receives info
disclose without patientdisclose without patient 
authorized by regulation
except for certain purposexcept for certain purpos

Anyone seeking informati
disclosure except as per

ormation can’t re-
consent or asconsent or as 
s, and may not use it 
sesses

on can’t compel its 
rmitted by regulations



Scope of the Law

Strictness of Regulations

Federal confidentiality
strict than most othe

They apply whether th
- Seeking the information g
- Is seeking it for judicial o

proceedings 
- Is a law enforcement or o
- Has a subpoena or a sea
- Is the spouse, parent, re

s

y regulations more 
r confidentiality rules
e individual:
already has ity

or administrative 

other government official 
arch warrant
lative, employer, or friend



Scope of the Law

Consequences of Vio
Disregardingg g

Criminal penalty

For a program, cou
tifi ticertification

Patients may suePatients may sue

olating or 

uld lose license or 



Scope of the Law

Conflicts with State L

State laws or regulaState laws or regula
restrictive than fe
but they can’t red
contained in federcontained in feder

Laws

ations can be moreations can be more
deral regulations, 
uce the restrictions 
ral regulationsral regulations



General Rules: Definition

Patient

Anyone who has appliedAnyone who has applied
diagnostic examination
t t t f l ftreatment, or referral fo
alcohol program

Applicants for services a
fail to show for their ini
elect to not follow up w

Includes current, former,Includes current, former,

ns of Terms in Statutes

d for or received ad for or received a 
n or interview, 

t t t t dor treatment at a drug or 

are covered even if they 
tial appointment, or 

with treatment

, and deceased patients, and deceased patients



General Rules: Definitio

Programs

Definition of a program
assisted organizationassisted organization
practitioners (DOs, M

Spsychologists, Socia
others)

on of Terms in Statutes

m:  federally 
ns and individualns and individual 

MDs, NPs, PAs, 
al Workers and 



General Rules

Programs (continued)

Federal assistance:

- Operated by the FedOperated by the Fed

- Certified for Medicai

- Receiving Federal bl

- Licensed by the Fed- Licensed by the Fed

- Exempt from paying

deral governmentderal government

d reimbursement

lock grant funds

eral governmenteral government

 taxes



General Rules

Programs (continued)

What programs (includ
practitioners) do:  p )

Specialize in providing
individualized alcohol
diagnosis, treatment, 
treatment

ding individual 

, in whole or in part, 
l or drug abuse 
or referral for 



General Rules

Programs (continued)

Location of programs (a
practitioners):  free sta
organization (in a hosp
clinic)

Staff in the program s
Confidentiality RulesConfidentiality Rules
employees; voluntee
f t ff tiformer staff; executi
clinical and support 

and individual 
anding, part of a larger 
pital, part of a larger 

subject to 
s: part and full times:  part- and full-time 
ers; student interns; 
i d i i t tiive, administrative, 
staff



General Rules
Disclosure

Communication that dirCommunication that dir
identifies someone as 
having applied for subhaving applied for sub

Occurs when a program
discloses patient’s rediscloses patient s re
allows an employee t

treatment;treatment;
allows a receptionist 

is a patient in the pr
uses identifying statio
discloses anecdotal i

rectly or indirectlyrectly or indirectly 
being, having been in, or 

bstance abuse treatmentbstance abuse treatment
m or practitioner: 
ecord;ecord; 
o testify about a patient’s 

to confirm that a person 
rogram; 
onery; 
nformation



Disclosure: Exceptio

• Internal communicatio

• Consent

Anonymous or non pa• Anonymous or non-pa
information

• Qualified service orga

• Crimes on premises o

ons

ons

atient identifyingatient identifying 

nization agreement

r against personnel



Disclosure: Exceptio

• Medical emergenc

• Mandated reports

• Research

• Audit and evaluat

• Court orders **

ns

cies

s

tion



Disclosure: Exceptio
Internal Communications

- Can occur within a prog
entity having direct adm
information is needed

- Staff can share informatStaff can share informat
supervisors

- Staff of the hospital’s re
department 

ns

gram/office or with an 
ministrative control, if 

tion with each othertion with each other, 

ecord-keeping or billing 



Disclosure: Exceptions
With Patient Consent

Patient can authorize s

p

The patient’s consent m
Consent must contain:Consent must contain:
- name of patient
- name of disclosing program 
- purpose of disclosure 
- who is to receive
- exact information to be released 
- that patient understands he/she c
- revocation can be oral 
- date/condition under which conse- date/condition under which conse
- date signed
- patient’s signature

specific disclosuresp
must be in writing

can revoke consent at any time 

ent expiresent expires 



Disclosure: Exception

Consent (continued)

- Program (or office) has t
patient’s consent beforep

- Disclosures must includ
hibiti di lprohibiting re-disclosure

- The re-disclosure prohibp
recipient even when disc

ns

to receive a copy of the 
e responding to requestp g q

de a written notice 
e

bition must be sent to 
closure is made orally



Disclosure: Exceptions

Anonymous or Non-patien
I f tiInformation 

Disclosure may reveal aDisclosure may reveal a
address, telephone nu
violating regulations wviolating regulations w
the nature of the servi
patient or provided by

nt Identifying 

a patient’s namea patient s name, 
umber without 
when it does not revealwhen it does not reveal 
ces received by the 

y the program



Disclosure: Exceptio
Qualified Service Organizat

- Program or office can dis- Program or office can dis
consent

QSO- QSO:  a person or agency
that the program/office its
(e g data processing do(e.g., data processing, do
vocational counseling)

QSO b lifi d- QSO must be qualified to 
program/office (i.e., writte

ns
tion Agreement
sclose to QSO withoutsclose to QSO without 

th t id iy that provides services 
self does not provide 

osage preparationosage preparation, 

i i h hcommunicate with the 
en agreement)



Disclosure: Exceptions

Qualified Service Organizat

- Program or office may f
with QSO only the infory

- Program or office can e
t l if QSOagreement only if QSO o

program/office does not

- Program/office doesn’t 
about QSOsabout QSOs

tion Agreement 

freely communicate 
mation needed by QSOy

nter into such an 
ff i thoffers service the 

t offer

have to inform patients 



Disclosure: Exceptions

Crimes on Premises or Ag

- Regulations permit a pRegulations permit a p
release patient identify
police if a patient compolice if a patient com
commit a crime on the
program/office staffprogram/office staff

- Can give name, addres

- Can’t report patient’s o

gainst Personnel 

program or office toprogram or office to 
ying information to the 
mits or threatens tomits or threatens to 

e premises or against 

ss, last known location

other crimes



Disclosure: Exceptions

Medical Emergencies 

- Medical emergency: siMedical emergency:  si
threat to health of the p
immediate medical inteimmediate medical inte

- Information can be rele
personnel who need to 

- This exception cannot bThis exception cannot b
information to family or

tuation posing immediatetuation posing immediate 
patient and requiring 
erventionervention

eased to medical 
treat the condition

be used to releasebe used to release 
r non-medical personnel



Disclosure: Exceptions

Mandated Reports

States require reportiStates require reporti
or neglect (to child w

Can report such case
writing), but regulati
regarding patient’s r

ng of cases of child abuseng of cases of child abuse 
welfare authorities)

s to the state (including in 
ons continue to apply 

records



Disclosure: Exceptions

Research 

- Program or individual p
researcher to have acce

- Program director/ indiv
if h lifverify researcher qualif

records, patient identifi
di l ddisclosed

- Research protocol needesea c p otoco eed

practitioner may allow a 
ess to patient recordsp

vidual practitioner must 
fi d t l t tfied, protocol protects 
ication will not be re-

ds outside reviewds outs de e e



Disclosure: Exceptions

Audit and Evaluation

- May be conducted by re
funders; private third-p
peer review organizatio

- Time-limited activity forTime limited activity for

- Can’t re-disclose inform
to a court order or to deto a court order or to de
Medicaid/Medicare com

egulatory agencies; 
party payers; private 
ons

r audit or evaluationr audit or evaluation

mation except pursuant 
etermineetermine 

mpliance



Disclosure: Exceptions

Court Orders

A federal state or local cA federal, state, or local c
program or individual pr
disclosure of confidentiadisclosure of confidentia
information only after fo
and making certain deteand making certain dete

A subpoena, search warra
sufficient by itself to req
even if signed by a judg

co rt ma a thori e acourt may authorize a 
ractitioner to make a 
al patient identifyingal patient identifying 

ollowing certain procedures 
erminationserminations

ant, or arrest warrant is not 
quire or permit disclosure, 
e



Disclosure: Exceptions

Court Orders

-All court proce
confidential unconfidential un
requests otherw

-The court must
b f it dbefore it orders

edings must remain 
nless the patientnless the patient 
wise

t find “good cause” 
th di ls the disclosure



Disclosure: ExceptionsDisclosure: Exceptions
Court Orders
If information sought is a

communication,”  it may
the disclosure:the disclosure: 

is necessary to protect
life/serious bodily ha

is necessary to investi
extremely serious cri

is connected with a pro
patient has already p
concerning the conficoncerning the confi

 “confidential 
y not be disclosed unless 

t against threat to 
arm; 
igate or prosecute an 
ime; 
oceeding in which the 

presented evidence 
dential communicationdential communication



HIPAA and Substance A

HIPAA:  Health Insurance P
A t bilit A t (1996)Accountability Act (1996)
April 14, 2003, providing 

t ti h lth i fprotecting health informa

It is important to be aware p
in treatment (not just tho
abuse disorder)abuse disorder)

Abuse Treatment

Portability and 
) b ff ti) became effective on 
national standards for 
tiation.  

of HIPPA for all patients p
ose with a substance 



HIPAA and Substance A

HIPAA shifts control of hea
providers to patients (toproviders to patients (to 

Covers providers who trans
electronically (essentially

Key feature of HIPAA is theKey feature of HIPAA is the
“Protected Health Inform
individually identifiable inindividually identifiable in
date of birth, Social Secu

Abuse Treatment

alth information from 
a great degree)a great degree)

smit health information 
y everyone)

e definition ofe definition of 
mation” (PHI) –

nformation (e g namenformation  (e.g., name, 
urity Number)



HIPAA and Substance Ab

HIPAA establishes rules reg
example regarding patieexample, regarding patie
protection of information
research)research)

These rules are, in some w
toward the substance ab
regulations (i.e., making g ( , g
regulations more like tho
abuse treatment programabuse treatment program

buse Treatment

garding PHI (for 
ent notificationent notification, 
n, disclosure, and 

ways, a movement 
use confidentiality 
general confidentiality g y

ose used in substance 
ms)ms)



HIPAA and Substance A

Important for the physician
HIPAA, and how it impac
office practices

Maintaining the standards 
substance abuse treatmesubstance abuse treatme
with the requirements of

Abuse Treatment

n to be familiar with 
cts their treatment and 

for confidentiality of 
ent is very consistentent is very consistent 
f HIPAA.  



Confidentiality: Summar

Confidentiality regarding tre
use disorders is more striuse disorders is more stri
regulations for doctor-pat

Disclosure of information re
of patient; other circumsta
disclosure

Be familiar with regulationsBe familiar with regulations
be prepared for requests o

ry

eatment for substance 
ingent than typicalingent than typical 
tient relationship

equires special consent 
ances may allow 

s for confidentiality ands for confidentiality, and 
of records



Medical RecMedical Reccordkeepingcordkeeping



Medical Record Keeping

The medical record is the ongo
healthcare and memorialize
of continuity of current and 

Remember: if it isn’t written doRemember: if it isn t written do

Treatment for substance abus
record is a legal document wrecord is a legal document w
importance when a controlle
buprenorphine – is used in tp p
abuse.

This section reviews aspects oThis section reviews aspects o
they apply to treatment of p
disorder.

oing narrative of a patient’s 
s the past history for purposes 
future treatment. 

own, it didn’t happen.own, it didn t happen. 

e is confidential.  The medical 
which takes on differentwhich takes on different 
ed substance – such as 
the treatment of substance 

of medical record keeping asof medical record keeping as 
atients with a substance abuse 
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f the recordf the record
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tinytiny
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Overview to the Medical R

The medical record should document

Initial diagnosis and treatment plan i- Initial diagnosis and treatment plan i
- Complete history 
- Physical examination results

- On-going history and physical exam

- Comparisons with initial presentatio
(with corresponding modifications, i

- Assessment of pharmacological effic

- Lab tests and results

- Consults
- Compliance with treatment plan

- Urine and blood drug screening: Col

- Medications prescribed

- Inventory and dispensing of controll

Record

informationinformation

ination

n for progress or regression 
f needed, in the treatment plan)

cacy

llection and results

led substances



History Portion of the Re

Attention should be p

-Social supports an
arrangementsarrangements

-Employment statuEmployment statu

-Addiction and trea
patient and close f

cord

paid to documenting:

nd living 

usus 

atment history of 
family members



History Portion of the Rec

Particular attention shou
d tidocumenting:

Whether the patient hasWhether the patient has
psychiatric conditions, 

How the patient intends
(especially if his or her( p y
not to be billed)

cord

uld be paid to 

s current medical ors current medical or 
and treatment status

 to pay for treatment 
r insurance company is p y



Treatment Plan

Treatment Plan portion of
should document:
- Diagnoses and how deter

Treatment goals- Treatment goals

- Determination of medicat

- How medication will be us

- Psychosocial services ne

- Signature of patient and p

f the medical record 

rmined

ion to be used

sed

eeded/recommended

provider



When planning to prescribe b

Documentation and Bupr

When planning to prescribe b
dependence treatment, it is

- Evidence showing patien
(including physical signs
toxicology results)

- Length and severity of paLength and severity of pa

- Number, type, and intens
for opioid dependencefor opioid dependence

- Any legal consequences 
opioid use

buprenorphine for opioid

renorphine

buprenorphine for opioid 
s important to document:

nt is opioid dependent 
s/symptoms, urine 

atient’s opioid dependenceatient s opioid dependence

sity of previous treatments 

to the patient because of 



Documentation and Bupre

Prior to starting the patient 
and document the patient

Document each of the elemen

- Adequate information give

- Patient competent to procPatient competent to proc

- Patient given opportunity 

- Consent given freely and 

enorphine

on buprenorphine, obtain 
t’s consent

nts of informed consent:  

en

cess informationcess information

to ask questions

voluntarily



Documentation and Bupre

As a part of informed conse
have:

- Notified the purpose of th

- Identified the agent to be

- Explained contraindicatio- Explained contraindicatio
medication

- Provided any special war
reactions, side effects, dr

enorphine

ent, document that you 

he treatment

e used, what it does

ons to use of theons to use of the 

rnings, adverse 
rug interactions



Documentation and Bupre

As a part of informed c
that you have:

Discussed depende-Discussed depende

-Discussed alternativDiscussed alternativ

-Determined who els
the treatment

enorphine

consent, document 

ence withdrawalence, withdrawal

ve treatmentsve treatments

se can know about 



T ti t t k t

Access to Records
• To encourage patients to seek tre

the identity of patients who recei
abuse by limiting access to their

• A specific release of information 
release

• Some agencies can obtain acces

Department of Justice (DOJ): 

Department of Health and Huma

Food and Drug Administrati

S b t Ab d M tSubstance Abuse and Menta
(SAMHSA)

Drug Enforcement Administg

Federal Bureau of Investigat

U.S. Attorney Offices

t t F d l l ti t teatment, Federal regulation protects 
ive treatment for alcoholism or drug 
r medical records.

from the patient is required for 

ss to records:

an Services (HHS):

on (FDA)

l H lth S i Ad i i t tial Health Services Administration 

tration (DEA)( )

tion (FBI)



Documentation Scrutiny

Pertinent federal regula

C fid ti lit d diConfidentiality and di

Storage and dispensiStorage and dispensi
substances in an off

Writing of prescriptio

y

tions include:

l f dsclosure of records

ng controlledng controlled 
fice setting

ns



Documentation Scrutiny

Pertinent state regulation

State regulations vary f

T i ll d l d fTypically modeled on fe

Can be more stringentCan be more stringent 
regulations

Subpoena may be requ

y

s:

from state to state

d l t l tederal template

than federalthan federal 

uired



D i SDocumentation Sc

Insurance compan

May seek to revie
records to deterrecords to deter
necessity of trea

irutiny

ies 

ew medical 
rmine the medicalrmine the medical 
atment provided



Alteration of Records
Records can be legitimat

t i diticertain conditions 

- Words crossed out (noWords crossed out (no

- Date and initials of writ
isite

- New or changed informNew or changed inform

Investigators and attorne
detect aberrations

s
tely changed under 

ot erased)ot erased)

ter entered at correction 

mation insertedmation inserted

eys are trained to 



Alteration of Records

Absence of words or
construed as never

Controlled substance
more likely to be scmore likely to be sc
addiction and diver

s

r information is 
r existing

e records are 
crutinized due tocrutinized due to 
rsion



Storage of RecordsStorage of Records

Must keep availableMust keep available 

Can be kept at a cenCan be kept at a cen
must notify DEA)

Must be kept in a loc
when not in usewhen not in use

for at least 2 yearsfor at least 2 years

ntral location (butntral location (but 

cked, secure place 



Storage of Buprenorphi

• Buprenorphine must be sp p
physician’s office 

• Buprenorphine must be s• Buprenorphine must be s
conditions

• Tracking record must be 
provides information on 
b hi dbuprenorphine and quan
dispensed

ine

stored in the 

stored under lockedstored under locked 

maintained that 
who received 
tit f dntity of drug 



Summary

Documentation and imm
k i t lkeeping are extremely
well being of both the
physician.  

The record is a legal do
reviewed by outside a

maculate record 
i t t f thy important – for the 

 patient and the 

ocument that may be 
agencies.


